CYBERSECURITY & DATA PRIVACY
RANSOMWARE ATTACK

IMMEDIATE ACTION STEPS FOR COMMUNICATING AFTER A RANSOMWARE ATTACK

1

A LERT

6

team members and outside experts on the cyberincident response team (IT, legal, insurance carrier,
communications)

2

DE C I D E
whether to acknowledge ransom demand and
(if applicable) fact of payment

N OTIFY
law inforcement, in consultation with legal

7

I DE N TI F Y
core audiences: customers, partners, employees,
investors, news media

3

GATHER FAC TS
on state of systems and potentially impacted
data, nature of attack, remediation, etc. to inform
communications
8

4

communications materials, which may include:
holding statement for media, customer and
employee notes, talking points for other
stakeholders

EVA LUATE
what communications channels are functioning
(did the attack cripple email? Intranet?) and
alternative communications vehicles, if needed

5

DR A F T

DETERMINE
communications posture (proactive or reactive?)
and core external messages

9

MO N I TO R
news and social media

HOW SVC CAN HELP
Our communications experts help clients plan for and respond to cyberattacks, protecting
reputation and value.

RANSOMWARE COMMUNICATION DO’S AND DON’TS

DO

DON’T

Demonstrate leadership, integrity and responsibility
through thoughtful communications.

Preserve credibility and reputation with all
constituencies, including customers, investors,
employees, journalists.

Avoid communicating or get lulled into believing
your stakeholders won’t notice the incident.

Try to minimize, paper over or under-play the
issue with misleading descriptions of the incident
such as “technical issues” or “server problems.”

Ensure all responses are as candid, accurate and
timely as the situation allows.

Wait too long for perfect information.

Focus on what the company knows and what
concrete actions are being taken to understand and
address the issue.

Speculate or over-communicate on when the
company will be back to normal.

Assume any communications sent to employees,
customers or other stakeholders about the incident
will be leaked to the press.

Explain the situation directly to key audiences and
communicate how it affects them.

Align with law enforcement public statements.

How Ransomware
Attacks Are Forcing
Big Payments From
Cities, Counties

Hundreds of dental
offices crippled by
ransomware attack

Be overly defensive.

Make “off-the-record” statements — there is no
such thing in a crisis situation.

Fail to prepare.

Cybercrime:
Ransomware attacks
have more than
doubled this year

To speak with a member of our cybersecurity team, contact cyber@sardverb.com

